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Summary

Overall Rating

Certificate

Protocol Support

-}

Key Exchange

Cipher Strength

100

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

This site works only in browsers with SNI support.

Certificate #1: RSA 2048 bits (SHA256withRSA)

— Server Key and Certificate #1
: 91

Subject

pokrivanjekrova.co.rs.ashfresh.com
Fingerprint SHAZ56: fofc2d4dE56033652 2252000835008 0e2106 14082350742 3c80a2a T 1fb1

Pin SHAZ56: WWEKhrZ EuQTTsr2 ThmRfp LK 1JoBTH3vIUNEasQ A=
Common names pokrivanjekrova.co.rs.ashfresh.com

* pokrivanjekrova.co.rs pokrivanjekrova.co.rs pokrivanjekrova.co.rs.ashfresh.com
wwwpolrivanjekrova.co.rs.ashiresh.com

Alternative names

Serial Number 0503eTeSaefbddbebd1a6bc3bd4 019492460
Valid from Sat, 20 Sep 2025 12:05:35 UTC
Valid until Fri, 19 Dec 2025 12:05:34 UTC (expires in 2 months and 9 days)
Key RSA 2048 bits (e 65537)
Weak key (Debian) Mo
Issuer i
AlA: hitp:/ir13.i lencrong!
Signature algorithm SHAZSEBWIthRSA
Extended Validation Mo
Certificate Transparency Yes (certificate)
DCSP Must Staple Mo
CRL

Revocation information
CRL: hittp:/ir13.clencr.org87 .crl

Revocation status Good (not revoked)

DNS CAA Mo {more info)

Yes
Trusted
Mozilla Apple Android Java Windows

Additional Certificates (if supplied)

z|@I

Certificates provided 2 (2694 bytes)

Chain issues MNone
#2
R13
Subject Fingerprint SHAZ56: d3b128216a843f3ai1 321501545 2a5di52 030ee 20102077 12cd3dedd4 10354
Pin SHAZG6: AlSOhgtlircaahLyskmiX+hw+vddy Py RLIEC 1GIB0=
Valid until Fri, 12 Mar 2027 23:59:59 UTC (expires in 1 year and 5 months)
Key RSA 2048 bits (e 65537)
Issuer ISRG Root X1
Signature algorithm SHAZSGwIthRSA
Certification Paths

®

Click here to expand

Certificate #2: RSA 2048 bits (SHA256withRSA) no sni

[+

Click here to expand

Configuration
f_’] Protocols
IZJ TLS13 Yas

512 Yes
TLS 1.1 No
TLS1.0 No
S5L3 Mo
5512 No
(*) Experimental: Server negotiated using MNo-SNI

I@ Cipher Suites
#TLS 1.3 (server has no preference) E|
TLS_AES 128 GCM_SHAZ56 (8x1381) ECDH =25518 (eq. 23072 bits RSA) FS 128
TLS_AES 256 GCM_SHA3S4 (8x1382) ECDH =25518 (eq. 23072 bits RSA) FS 256
TLS_CHACHAZ0 _POLY1305_SHAZ56 (8x1383) ECDH x25518 (eq. 3072 bits RSA) FS 256
#TLS 1.2 (suites in server-preferred order) E|
TLS_ECDHE_RSA WITH_AES 128 GCM_SHA256 (Bxc@2f) ECDH x25510 (eq. 2072 bits RSA) FS 128
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHAJS4 (Bxc@38) ECDH x25518 (eq. 2072 bits RSA) FS 256
TLS_ECDHE_RSA_WITH_CHACHAZ0_POLY1305_SHA256 (BxccaB) ECDH :x25510 (eq. 3072 bits RSA) FS 256

_D Handshake Simulation

@: Android 4.4 2 RSA 2048 (SHAZSE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256 ECOH secp2S6r1 FS
Android 5.0.0 RSA 2042 (SHAZEE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDH secp258ri1 FS
Android 6.0 RSA 2042 [SHAZSE) TLS 1.2 = hitp/1.1 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA?56 ECDH secp258r1 FS
Android 7.0 RSA 2043 (SHAZSE) TLS12=h2 TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256 ECOH =25518 FS
Android 8.0 RSA 2043 (SHAZ5E) TLS12=h2 TLS_ECDHE_RSA_ WITH_AES_128 GCM_SHAZ256 ECDH x25519 F3
Android 8.1 - TLS 1.3 TLS_CHACHA20_POLY1305_SHA256 ECDH =25519 FS
Android 9.0 - TLS 1.3 TLS_CHACHA20_POLY1305_SHA256 ECDH x25518 F3
BingPreview Jan 2015 RSA 2042 (SHAZEE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDH secp258r1 FS
Chrome 49 / XP SP3 RSA 2048 (SHAZ5G) TLS 1.2 =h2 TLS_ECDHE_RSA_WITH_AES_125_GCM_SHAZ256 ECOH secpZS6r1 FS
Chrome 69 /\Win 7 & RSA 2048 {SHAZEE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDH x25510 FS
Chrome 70/ Win 10 c TL513 TLS_AES_128_GCM_SHA256 ECDH x25518 F5
Chrome 80/ Win 10 r = TLS 1.3 TLS_AES_128 GCM_SHA256 ECDH 25510 FS
Firefox 31.3.0 ESR /Win 7 RSA 2043 [SHAZSE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 ECOH secp256ri FS
Firefox 47 /Win 7 r REA 2048 {SHAZEE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDH secp258r1 FS
Firefox 49 / XP SP3 RSA 2048 {SHAZ5E) TLS 1.2 =h2 TLS_ECDHE_RSA_WITH_AES_125_GCM_SHAZ256 ECOH secpZS6r1 FS
Firefox 62 /Win7 r RSA 2048 {SHAZEE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDH x25510 FS
Firefox 73 /Win 10 r - TLS 1.3 TLS_AES_128 GCM_SHA256 ECDH x25518 FS
Googlebot Feb 2018 RSA 2042 (SHAZEE) TLS 1.2 TLS _ECDHE_RSA WITH_AES_128 GCM_SHA256 ECDH =25519 FS
IET1/Win7 R Server sent fatal alert: handshake_failure
IE11/Win 81 R Server sent fatal alert: handshake_failure
IE 11/ Win Phone 8.1 R Server sent fatal alert: handshake_failure
IE 11 / Win Phone 8.1 Update R Server sent fatal alert: handshake_failure
IE 11/ Win 10 r RSA 2042 [SHAZSE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256 ECDOH secp256rl FS
Edge 15/ Win 10 r RSA 2048 {SHAZEE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDH x25510 FS
Edge 16/ Win 10 r RSA 2042 [SHAZSE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECOH x25519 FS
Edge 18/ Win 10 r RSA 2048 {SHAZEE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDH x25510 FS
Edge 13/ Win Phone 10 r RSA 2042 [SHAZSE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256 ECDOH secp256rl FS
Java Buig1 RSA 2048 (SHAZSE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDOH secp258r1 FS
Java 11.0.3 c TL513 TLS_AES_128_GCM_SHA256 ECDH secp256r1 FS
Java 12.0.1 - 513 TLS_AES_123_GCM_SHA256 ECDH secp258r1 FS
Dpen5SSL 1.0 r RSA 2042 [SHAZSE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256 ECOH secp256r1 FS
DpenSSL1.0.28 R RSA 2048 {SHAZEE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDOH secp258r1 FS
DpensSSL1.1.0k r RSA 2042 [SHAZSE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDH x25518 FS
DpenSSL1.1.1c R = TLS 1.3 TLS_AES_256 GCM_SHAIB4 ECDH 25510 FS
Safari 6 /i03 6.0.1 Server sent fatal alert: handshake_failure
Safar 7 /I0S 7.1 R Server sent fatal alert: handshake_failure
Safari7/0S X109 R Server sent fatal alert: handshake_failure
Safari 2 /iI0S 84 r Server sent fatal alert: handshake_failure
Safari2 /05X 1010 r Server sent fatal alert: handshake_failure
Safar 9/i0s59 r RSA 2048 [SHAZEE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_ 128 _GCM_SHA256 ECDOH secp258r1 FS
Safari9 /OS5 X 1011 r RSA 2042 {SHAZ25G) TLS 1.2 = h2 TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256 ECDH secp2S6r1 FS
Safari 10 /25 10 r RSA 2048 {SHAZEE) TLS 1.2 = h2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDOH secp258r1 FS
Safari 10/ 035 X 1012 r RSA 2042 {SHAZ25E) TLS 1.2 = h2 TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256 ECDH secp2S6r1 FS
Safari 12.1.2 / MacOs 10.14.6
ot o - TLS1.3 TLS_CHACHA20_POLY1305_SHA256 ECDH x25519 FS
Safari 12.1.1 /05 12.31 R s TLS 13 TLS_CHACHA20_POLY1305_SHA256 ECDH x25510 FS
Apple ATS 9/I05 9 R RSA 2042 {SHAZ25G) TLS 1.2 = h2 TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256 ECDH secp2S6r1 FS
Yahoo Slurp Jan 2015 RSA 2048 (SHAZSE) TLS 1.2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDOH secp258r1 FS
YandexBot Jan 2015 RSA 2048 {SHAZSE) TLS 1.2 TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256 ECOH secp2Serl FS
# Not simulated clients {Protocol mismatch)

Click here to expand
(1) Clients that do not support Forward Secrecy (FS) are excluded when determining support for it.
(2) Mo support for virtual SSL hosting (SNI). Connects to the default site if the server uses SHNI.
(3) Only first connection attempt simulated. Browsers sometimes retry with a lower protocol version.
(R) Denotes a reference browser or client, with which we expect better effective security.
[All) We use defaults, but some platforms do not use their best protocols and features (e.g., Java 6 & 7, older IE).
(All) Certificate trust is not checked in handshake simulation, we only perform TLS handshake.
—— Protocol Details
— Secure Renegotiation Supported
Secure Client-Initiated Renegotiation Mo
Insecure Client-Initiated Renegotiation Mo
BEAST attack Mitipated server-side (more info)
POODLE (55Lv3) Mo, 35L 3 not supported (more info)
POODLE (TLS) Ma (more infao)
Zombie POODLE Mo (maore info)
GOLDENDOODLE Ma (more infa)
OpenSSL 0-Length Ma (more info)
Sleeping POODLE Mo (more info)
Downgrade attack prevention Yes, TLS_FALLBACK_SCSV supported (more info)
SSLITLS compression Mo
RC4 Mo
Heartbeat (extension) Mo
Heartbleed (vulnerability) Mo (maore infa)
Ticketbleed (vulnerability) Ma (more infa)
OpenSSL CCS vuln, (CVE-2014-0224) Ma (more info)
OpenS5L Padding Oracle vuln. i )
{CVE-2016-210T)
ROBOT (vulnerability) Mo (maore infa)
Forward Secrecy Yes (with most browsers) ROBUST (more info)
ALPN Yes h2 hitpi1.1
NPN MNa
Session resumption {(caching) Yes
Session resumption (tickets) Yes
OCSP stapling Mo
Strict Transport Security (HSTS) ik
max-age=63072000; includeSubDomains; preload

HSTS Preloading Mot in: Chrome Edge Firefox IE
Public Key Pinning (HPKP) Mo (maore info)
Public Key Pinning Report-Only Mo
Public Key Pinning (Static) Ma (more info)
Long handshake intolerance Mo
TLS extension intolerance MNo
TLS version intolerance No
Incormrect SMI alerts MNo
Uses common DH primes Mo, DHE suites not supported
DH public server param (Ys) reuse Mo, DHE suites not supported
ECDH public server param reuse Mo
Supported Named Groups ¥25519, secp2fbrl, secp384r1 (server preferred order)
S55L 2 handshake compatibility Mo
0-RTT enabled No
HTTP Requests

m https:/ipokrivanjekrova.co.rs/ (HTTF/M.1 200 OK)

Miscellaneous

o

Test date Fri, 10 Oct 2025 03:05:00 UTC
Test duration 80.315 seconds

HTTP status code 200

HTTP server signature LiteSpeed

Server hostname cp058. mydataknox.com
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